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PRAL”® R, F R IO 45 25 8] BB R T it R A SIS Sk, AT IO 246 2 [l <22 4 5 T IR A
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R s E N8 S e A I S R 2 gl s BRIy T, ASERE N, EESMAA
PRI SR ARSI LT R 28 22 UM B, R R W S AR T Ll P, (R R 4%
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@ Cordula Droege, “Get off My Cloud; Cyber Warfare, International Humanitarian Law, and the Protection of Civilians” , (2012)
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p. 1534,
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MRS ER LA 14k, AN F RSP | IR PR . RVE BT A R SR E L
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S TRERZ FE PRk AU U], B P RE | RG] RE AR 1% ST v T DR UL
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7 [ 5 J2 T AT LASE i [ B AN ZE KRR 2D, (HANAE [ i J2 T R BT B R A, E A B Ak
PR, AR AR IERIR AL, TIN5 AT i SR MR AR R ZE RS 3T, AR
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94 International Review of Red Cross 533, p. 566.
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@ Cordula Droege, “Get off My Cloud: Cyber Warfare, International Humanitarian Law, and the Protection of Civilians”, (2012)
94 International Review of Red Cross 533, p. 564.
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R, FREEOREUE T AL, By [ Br 2> 29 i 4 7 9 38 i 09 N GE SO E A
BB . H NIRRT BT A QAR B AR B SR GE 3 R B AR, TCig 2 ik 5t
MFE . PR MERS, ARBA M N A B HEAR AL, PRI —FE AR AR 2 AN E 3 AR
AOFEARER o — B, NIE 2 ORI A SR RAE T i nh R A7 3h i N 2R A A7, DIt o A
Gy 7 W B A ) 1) 29 R o SR ME AT 5 N 2 SCPRAP TR) B A BEAS TR o (H R AE I 4% Tl
FORANWHF AT T, XA T 20 LR . M2 ST E i AR 2 i AR
JTTET, I BRI A (A% 1) FEAS R, DRI G L o R 3 A RSO o O i e 1) B AR AL, 158
St Rt P 4 2 4 L B I 4% R it it 22 4 A AR SR W AR AT IR AL B AR A B B AR KR R 1Y
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@ Jeffrey TG. Kelsey, “Hacking into International Humanitarian Law: The Principles of Distinction and Neutrality in the Age of
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On the Application of the Principle of Distinction in Cyber Armed
Conflict Under the Trend of Military Civilian Integration

Jiao Yuanbo

Abstract: With the acceleration of the militarization of cyberspace all over the world, the application of
the principle of distinction in cyber armed conflict is facing the challenge of military civilian integration.
The military civilian integration trend mixes military and civilian attributes in nature, which is more likely
to lead to indiscriminate cyber attacks. Accordingly, if the international community aims to apply the
principle of distinction in cyberspace, it is necessary to analyze the balance of interests. At present, more
attention should be paid to consider humanitarian requirements between military and humanitarian
interests. In the dismantling and resetting of the principle of distinction, the “actual contribution” and
“military interest” involved in the assaultable military targets should be interpreted strictly with the two
aspects of “reality” and “irreplaceable”, and strengthening the “ controllability” of attacks. On the
application of the principle of distinction in cyberspace, the international community should emphasize the
nature of humanitarian protection, strengthen the status of the UN Charter, curb the trend of legalization
of cyber armed conflicts, and realize humanitarian protection by encouraging reasonable military-civilian
separation.

Keywords: Cyber Armed Conflict, Principle of Distinction, International Humanitarian Law, Military

Civilian Integration, Tallinn Manual

(UEZ% . #RE08)

<70 -





