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W OE: E5k, —LERPEFALSMEIERNEAA TN ERARTARR A&, B
AN HE A AR B AR AIREAE, A b2 RARACR AR B TAAHE X AR A R
BEAZ, BRARAZHMAELSTAEZRGE —BIBR M, SEFA0XHE, L6150
B, REFAGEEBRPARARSFAEFFEATHRAN L ETSFEZE, BFRE LS ERZLR
HERRRTEHREREZAR “HREL”, BE (BXNEARREFTANNELHEEL) &
15 % “AA4AERBEFRELSE” PRAMIA, FE “ERZFEBDE” “PRIFERDBHT
GR” FaEAGFRALN, BARZFHRERUNA R ZRBET — T HBRE, R

BEALASELRNETAGEME, KEARADAELXEFFRPREALTIARLERELESFE
M, LA RBRE T RERSE ®ERAL S, KRR &M X Rk b 425
RARMARGTZRAME KB R, AREM, E0e) ZRITEF WE&MO¢H%%“$ﬁ
R ReENR EARILY, TUREREAZHEENSGEERRKIH TN, “Bisk
B BT ARAGREN, AAFEHFEZBRAEERLS RS f-F kB FF 35 J?E“%? v
&, B AR AT M 44 18] B AR YT K B AR e

KER: AR ERHAZ FHEXAR ELARXS METHEERE

— [BFERRY

UTAEAR, 4% 2 () [ R R 2R B R N, & ISR | DAL S5 USR5 221
1.0 2017 4E, ERRBESEE B 22BN %% 4 (United Nations Group of Governmental Experts on
Advancing Responsible State Behaviour in Cyberspace in the Context of International Security) J&F H T

R, SOt A R PR A TE VA FH T P00 26 2 [ S5 OB I R 8, ARt S o Pt A5 8 1l — 8. @ 2019

xR, RINKFEPREAFRITE LR A . AR 2020 4B EEHREES T RIE W24 23 ] [ bR A0 125 ) b =
Fk SIEERFE " (20&ZD204) WIB B AL . QTG IA AR S 45 BRI B S U ) B[R] 48— S 2024 4F 1
H30H,

@  FERIGEIE BRyE WS HF M4 zs e, AT RESANEZ —, SWTERE . . GEMgsss i hiyst
IREERR RN, 2 (ERESFGE) 2019 4555 4 1, 5531 7T,

@ 2017T4EFEHEBASEGERE LY EWINE XU REBELRE, S0 “Developments in the Field of Information and

Telecommunications in the Context of International Security” , https: //www. un. org/disarmament/ict — security/ ,
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LR, JEE. EE L WK, LIEAS] | 225 E SR RS SO VS L R L2 ik
TEM 2523 (8] “FEAE” & F A B2 (Al & iy 1S5 1 A 10 (anticipatory self-defense) | 56 & il
AT (preemptive self-defense) M, 5ES . FmY LU RIERVGEHEA LML (F CH
FRALZ)) S 254 48 Tt i) RAUSCR rT A R s ) Beik, IR B F TACHE I 2% 25 ) 1Y) £
%Ak

Har, Megasm 2 H T (cumulative self-defense) FRISHFFE i Ab T 0 ZE B B, AHRNEA
RZZBUN L A BRI BUR , B = 27 PR IR AR S8R, W5 S 78 5% 0 4% Yy 2 RRASUR
IR 2 B4 T8 B W 2K Bl 19 20 ooy 26 5 AE XV R L, Bl dn, Je T BL R - g B
(Nicholas Tsagourias) BRI “ R 2 Pkikny RAATRE< EFH2IH T A T H 8y Bk
MRREE”, IR BN Y OCTHARELEE X 4 MO 35 5 i S A SR ms . BB L L mT B A TLid < . ©
PURHEFEMG/K (Sico van der Meer) Xof /NSS4 Yt 55 0S92 b AR IR X 43, $8 i “ [R]—
A1 R ARAER B AT P R R A 1 22 /N8 ) 246 T8l 26 FEE S T BB A o — b S Ji s o @ 4 L W A -
FIVLFEST (Tobias Liebetrau) 5 12 A FP WA SO Z T 0 28 o A 1 S iy . ZE b L2 T8, XF
KRR . A B OCHRFNBIR I ) P00 28 T o Tl N7 M A P HESE s ZEROULZ T, X B R0 4 e k47
SIS, I BB R G0 BN R it 1) DA A ik %% 45 (thresholds and trigger points) © 3% $EHF5Y
Xof /N AR 2 Bt 5 3k B iR Bt TR Y IR G AR T BB MR A, (BX 2R B ALY
AR Bk = TR AIRIE

S, ARSI S B BT 26 25 8] 2 AR B TR S, VS ML G B R S BRI
R HIELS RS NTEBEG, 228 T rh L4 0 E iy RN R, S E 2 5 R 4525 (6] [
PRI SR A — T Y PR S

@ See Report of the United Nations General Assembly, Official Compendium of Voluntary National Contributions on the Subject of
How International Law Applies to the Use of Information and Communications Technologies by States Submitted by Participating
Governmental Experts in the Group of Governmental Experts on Advancing Responsible State Behaviour in Cyberspace in the Context
of International Security established pursuant to General Assembly Resolution 73/266, A/76/136, 13 July (2021).

@ U.S. Department of Defense, “DOD General Counsel Remarks at U.S. Cyber Command Legal Conference”, https: //
www. defense. gov/News/Speeches/Speech/ Article/2099378/dod — general — counsel — remarks — at — us — cyber — command —
legal — conference/; Roy Schéndorf, “Israel’s Perspective on Key Legal and Practical Issues Concerning the Application of
International Law to Cyber Operations”, (2021) 97 International Law Studies 395, p. 399.

® See France Diplomacy, “International Law Applied to Operations in Cyberspace”, https: //documents. unoda. org/wp —
content/uploads/2021/12/French - position — on — international — law — applied — to — cyberspace. pdf.

@ See Report of the United Nations General Assembly, Official Compendium of Voluntary National Contributions on the Subject of
How International Law Applies to the Use of Information and Communications Technologies by States Submitted by Participating
Governmental Experts in the Group of Governmental Experts on Advancing Responsible State Behaviour in Cyberspace in the
Context of International Security established pursuant to General Assembly Resolution 73/266, A/76/136, 13 July (2021),
p- 83.

® See NATO, “Brussels Summit Communiqué” , https: //www. nato. int/cps/en/natohq/news_ 185000. htm.

©® See Nicholas Tsagourias, “Cyber Attacks, Self-defense and the Problem of Attribution”, (2012) 17 Journal of Conflict &
Security Law 229, p. 231.

@ See Sico van der Meer, “Responding to Large-scale Cyberattacks: A Toolbox for Policymakers”, (2022) 7 Journal of Cyber
Policy 175, p. 176.

® See Tobias Liebetrau, “Cyber Conflict Short of War; A European Strategic Vacuum”, (2022) 31 European Security 497,
p. 511.
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— REAMBIMEXNEER

2017 4R, WA RAT (L2 IRS 5 J5th, I 24V 2 % 0 4 8
YA R0 BRI (cumulative effect) SFRBRAIT . 24 55 BRI 7EXTRIAE IR ()
GATEE R AR T 2. 0 B (R SChIAR CHEARTME 2.0 i) LI 71 *XFk HBeati iy | 17
HTIE T, A RE I, A — R (7T S — B 2T R A ) S B A S
B/NBET O, ISR 6 2 0K L3 ) T 00 B RO RLBE S RO, AT — R A R S el (a
composite armed attack) @ SRR T E YO R4 T B9 BECIEFIIE . 2021 4R, [ R A
CRIBR I P T I025 U RO S rt ) BRR, [902 e ) BV i 1 P 4 T THE (threshold of
gravity) TTAEBLRIR STt @ AR, ISR S 53 b, — R0 ) 1 2
T AR At VAL AT B A B Bk T O (AR R A, JLZ7E 2021
W6 F AT (A FE /R A AR . 2002 48 4 F RAGHY (47445 3CHE) BAJ% 2023 42 7
FURATH AR AR 25240 rhtl b ], A 2 0 45 30 ) VRO T R AT 2 T ) 3
F.0 F, R BRI AR UL A BB, B R A
B EBRAL S TN AN J1 5 R SR — e, SO ph 4 it ) BB i
R TAUOBEY, AEH RN BEME A 1.0 (EAREEDS) 551 Z0E, “BaEEmS R
ZRIUGHER, XA LRI TN, A E BT R LN, A SR AN
A A 1 102 AR 330086 5 L B S A BT B e SR 1 10—
&, B RAR NBGE” T RRE A TR A8 1 GRS TR A 1

B, EHA, IR . BRI SRk, T2 ] B (1 R
SURT RS s — 9] ph [ — 5 P sl [ 52 DM S B 2 X 42 ST 19 24 2
I R M SRR B M T BB A~ Tl IO MR, AR R (AT
) ST AT MR S 1 TR

LR T IFER.,

L A7 A I — Ml MR 8 1] — S5 3P 52 S ) 5 A A ) S 0 —

@ See Australian Government, Australia’s International Cyber Engagement Strategy, 2017, p. 45.

@ ZUW () EIR - EERS: (METIEPRESRTI 2.0 M), GG, AR S0k b itk 2017 4208,
5345 T,

® See France Diplomacy, “International Law Applied to Operations in Cyberspace”, hitps: //documents. unoda. org/wp —
content/uploads/2021/12/French - position — on — international — law — applied — to — cyberspace. pdf.

@ See Report of the United Nations General Assembly, Official Compendium of Voluntary National Contributions on the Subject of
How International Law Applies to the Use of Information and Communications Technologies by States Submitted by Participating
Governmental Experts in the Group of Governmental Experts on Advancing Responsible State Behaviour in Cyberspace in the Context
of International Security established pursuant to General Assembly Resolution 73/266, A/76/136, 13 July (2021), p. 83.

® See NATO, “Brussels Summit Communiqué” , https: //www. nato. int/cps/en/natohq/news_ 185000. htm; NATO, *Cyber
Defence” , https: //www. nato. int/cps/en/natohq/topics_ 78170. htm; NATO, “Vilnius Summit Communiqué”, https: //
www. nato. int/ cps/ru/natohq/ official _ texts_ 217320. htm? selectedLocale = en.

© SOkt (% HE M B DA E AT E S h E L RIE—RE T & L0 %),, 8 (it
SBeE) 2021 AR5 6 0], 4582 TT.




W4 = 5 R R DHBIE BN S E KR %

PR DLt 7 o i) RACR . RS B AR RA R AR . BERAR . RIMCR ST I &
SESLRERAR

2. Wi AT oA IR o B o P [ S ) — R AN B SR R R L B R R eE
RAF BB . FRIRTE OO, QR I 265 el e 54 e o T (4 1y B S BE o (R Pp ifE 47, UG
W% (—FRINSEAhY) Wt je Ak B RN Sodi 1TAE, #R AT AR AR B DALY R
&, —FRINBEEAT AT RERI I A Az, dn] BEEAT I A S 20k 0 B0 B E PRk 2R 5 e en) (E A
XHEPRAEAT AR SRR R) CRICRR (ERSULAARTR)) 15 & “EEtraid i
Prak 3557 YPHE PSR, A1 (composite acts) AFZIRSLHIAT NAYBTHINE, —RIVAY1E
B AT AT R A=, AR AT LAFEASIR] (4 i TR AR 4k K A=

3. EH XS5 (composite obligation) BUBMIME. (ERTUEFRHER) 6 15 FHIFER LT
N RBE B R — R & 055, AR B RS X5 5 E ST o T i B g 5 S 55 IX g T
Heeee e AR SIS A B ARG T O 1) RERE R RE SCAY, R4 BT Al AN AT A A B A [
7@ [N, PEESRIE TR A S RE e, —BRAE T RSO MTE N ECAE S, A
TRETTAREER, WEAFT AR LBEMENZ RIS — DT S — SR Y 3
ROERER IR, HBRAET R UM BRRETT I R @

4. ANEATHNFRSEE . (ERTULARRESR) 56 14 5% “ 17 57 (e m fa) bt 2e™ 5
2 FME, ARENER)—ETT T EPs X550, 24T WIS R IR iz AT e . JFH—EA
HSFZIERR 355 1A 8] O AR LR AR TEAT A Ak, XA USSR B A L R ¢ 1k
(ERTHEFHELL) 14 FETFER I, AUR—IUHSSEERN R T A E 205 1k, Bl ON i
s AR AT 4t ERUHFREN, W27 g o S e AR FFLEE, B2 7 1 Le 52
ATRELRZEAAAE O HUR, ATFEMERAT BTN, JFA—EARERE A LS5, EbRER DI 2
N, —FRIWERSANENBFTHT, DIBAREN, X —F A —E 1R B R A X 261D sl
VERBIAZEA A AEA TR —— AR Sy A R G 7E— i /2 LI G 75 55 AT @

5. DIRCRARUEITAh 2 A ik S Bedi o S49IE 32 SRR I MR 5 RACR PR HE (scale and effect)
WA “HORFRE™ , RV R 5RO Bl i B RARHE . MR ShBESERIE”, AL

O EEE (EPREE TR ARSI A ) g, R TeE 50 s ) Bk 0 W ERAT SR R HE T, D) SR ik
T AGA BN R P IR R et FT LA RO e, xS AU BMREY, Ok B Rl — SR BRI SR B B Rl AT
3fj, See France Diplomacy, “International Law Applied to Operations in Cyberspace”, https: //documents. unoda. org/wp —
content/uploads/2021/12/French — position — on — international — law — applied - to — cyberspace. pdf.

@ See Report of the International Law Commission, Commentaries to the Draft Articles on Responsibility of States for Internationally
Wrongful Acts, A/56/10, 10 November (2001 ), p. 149.

@ See Report of the International Law Commission, Commentaries to the Draft Articles on Responsibility of States for Internationally
Wrongful Acts, A/56/10, 10 November (2001), p. 147.

@ See Report of the International Law Commission, Commentaries to the Draft Articles on Responsibility of States for Internationally
Wrongful Acts, A/56/10, 10 November (2001), p. 149.

® See Report of the United Nations General Assembly, Responsibility of States for Internationally Wrongful Acts, A/56/83, 12
December (2011), p. 4.

©® See Report of the International Law Commission, Commentaries to the Draft Articles on Responsibility of States for Internationally
Wrongful Acts, A/56/10, 10 November (2001), p. 140.

@ See Report of the International Law Commission, Commentaries to the Drafi Articles on Responsibility of States for Internationally
Wrongful Acts, A/56/10, 10 November (2001), p. 149.
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i SR A R SRR A B S AR RO B AR RS, U AT A I 4% Tk b R O e U 3K
AR AT AU P 7 T A . 7RO T, WERBEARE A T E R, WA A4
AW & R (e ey Uy TN ES 1 e A AN B WA P v DL G i

= ZERMBEIMNEIRKRE

FRME A T RIS R R R e s E PR Bua B i g SR 2T B B e
(nadelstichtaktik theory) . {4 R BIE 8 73 ) 1L 1978 4F BN AL Be © % /R 2R e [/ 37
(Ireland v. The United Kingdom) . 2003 4E[EPrikpe “HHEVFEEAMEAZE" (Islamic Republic of
Iran v. United States of America) WWHWH], JFfE (ERTHESHESR) PRUHIN. HF 3N
i, FERBEE SHEH ARG EN (the principle of aggregation) WA MVIREIEH R, HT
Zgey | EBRBOATRIE . PREEFE R B 2 E R A BT R AUE A RIS, AR TR
PRGOSk, , it B A 28 IS L3

(—) B f T BIRE

L S JZAEE

FfF RS AE S B A T 20 20 60 % 70 AFEAR P —SBEIZKIN, RAERMA LU —
UM AT AT REBCA TR (B EZER) 55 51 40 A DALRORERE , [HRMWHZR G sh iy
GATRRZ A T — T X—BISrZ ORISR, X—RIIANERITRE A DAT A AN S
XFAIRST 2 it ) RV E SOy A BRSE FELRFW, AH R, AT A A Ry x4 J SR [l iy @

e 2R RYFERE -, OB T 2RI (the theory of cumulative deterrence ) |
SRR 2% B FR 8 (the theory of cumulative cyber deterrence) 45 =F & B RIR . 2004 4, £
&+ B/RZiA%  (Doron Almog) H IR RAVMBIX —MEE O REMEEH B T RN, JE
MR A, B EE X SE RO Z 18 “ AR ™ B9 R o) X b ] P Y g B3N B TR
IR TT T R TTIY AL O A BN BB T A R, R4 R AR
oA 245 Jl P R LA 9 703 o7 0 24 245 1) R 22 R Bt e o SRR SO AR A DI S B 555K
B 12 I 1 kA, M, BN R Mg Bt T WA AN AT, O Hos e R K — B

O FEEFFOLC RSO IS TR A (BT 2.0 BT) AU 69 : AR WK AT 3l i) ML AR A 245 8 F 28 07 I R 2%
178, MR HRT . BB RCR IS R R M4 Bt 2 i i ihaE ™ . sk B R sl ) 3ok TR 3
WbE. UL (28] WR/R - MEERLE: (NS TSl EPRE AT 2.0 f), MR, Ao Bbar SCHR T it
2017 4/, %5335 W,

@ See Davis Brown, “Use of Force against Terrorism after September 11"; State Responsibility, Self-Defense and Other
Responses”, (2003) 51 Cardozo Journal of International and Comparative Law 401, p. 410.

® See Frans Osinga & Tim Sweijs, Deterrence in the 21st Century—Insights from Theory and Practice (Springer, 2021) , p.237.

@ Michael McLaughlin, “Deterring the Next Invasion; Applying the Accumulation of Events Theory to Cyberspace”, http: //
opiniojuris. org/2023/03/02/ deterring — the — next — invasion — applying — the — accumulation — of — events — theory — to —
cyberspace/.

® See Doron Almog, “Cumulative Deterrence and the War on Terrorism”, (2005) 34 Parameters 4, p. 6.

©® See Doron Almog, “Cumulative Deterrence and the War on Terrorism”, (2005) 34 Parameters 4, p. 6.
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B IR N 2 52 0t % TR S R X 267700, AT i 2 5 L BGEAT A AR

FoF Z2RENE A T3 1 B PR X SR DA S B 8y “ R se T i somg Stk e
PR EEVRER IR “BOABGEEIE N . IENE 258 (Thomas M. Frank) Frffiidy, “A T
WE AT F A AR B EA T A — A (G L (A EZEE) 25 51 40 HIEA & H fa ks
AR Z AT @

2. (HERTHUEAHER) HrlEHA )

et i RACR TR R ) Bt X — PEAG AR AE ) B ZK ok B T (ER TSR R) W
BRAFEPREBETE VRS EA B © BONABGERETE “ 2R 2RI %7 iy rlvE A
oo CHEBREBEZY) 55 38 2655 1 3 2 Ak g T [ By YK 1) R A i e 6 4 1 32 348 @
A (d) WOHGE : 7855 59 SFMEZ T, mls AN f 25 AU & 2 A 2 2w U, AR i E
IR Z AN RS oY CE R TR SRR ME R E PR EE 0 — TR, BAR M ARIE A
AL S, AR EPRIEBE . 25 EBUN SCHR LB 2B AR R 248515 w1k AR R
P EIN A B Z AN BN TR, R o B A NS L T e, A, KRG EF RS
BN & Z A B G EAG B L2 TAE4 (Open-ended Working Group on Developments in the
Field of Information and Telecommunications in the Context of International Security) @ i3 [\ 4F B 412 &5
H @ DU CREARTE 2.0 J) A2 B A8 I O 2 R OE T [ bR i 38 F T 0 4% 253 8] 1) 7. 39 S A
hESEH T, U CHREEZER) AR E PRk (SRR DiEE) @ T s, n] i3
FRPE B TSRS T T ) 28 23 [R] I A 38 0 B9V BRAHE o

(EZETHERHER) 915 & “Eatr vl ERE S WE: (1) —El i s—IfE
SCNABEAT I — RIWE N FUAAE R 375 [ bR 55 s 5, THIR T — A 0 FRAE Sy A B I
Z\, NI g R AL VR A R B RE, RUMBEAEAT I (2) 78 Lo
&, R AT AR R I R D — R I g FUASAE S TR B2 — A T 4R kA B I 2R AT IR
KAETE H— BRSSP 55 0 A ] ® (R TSRS ) 58 15 AM0TT R,
X AT P AT B S (aggregate) , TN ZEMMAT AL, JEaR AR T H E PR A
AT — PRk — S AN EAT O R AR R A S FORE T, W AT TR R
I, WMGKY . FERR B B H ARIRRAT N . IR RN R BT . S e 2 Y

@ See Uri Tor, “Cumulative Deterrence as a New Paradigm for Cyber Deterrence”, (2017) 40 Journal of Sirategic Studies 92,
p. 95.

@ See Thomas M. Frank, “Who Killed Article 2 (4) ? or: Changing Norms Governing the Use of Force by States”, (1970) 64
The American Journal of International Law 809, p. 811.

® See Malcolm N. Shaw, International Law ( Cambridge University Press, 8th edn, 2017), p. 340.

@ See ICJ, Statute of The International Court of Justice, Article 38, para. 1.

% See Maurizio Arcari, “The Future of the Articles on State Responsibility: A matter of Form or of Substance?” , http: //www. qil —
qdi. org/the — future — of — the — articles — on — state — responsibility — a — matter — of — form — or — of — substance/.

© BEEFEBZLBUNEREAARE BE B L 2T M TAEHE L M EE S T2 &, FlaZ UL Report of the United
Nations General Assembly, Final Substantive Report of Open-ended Working Group on Developments in the Field of Information
and Telecommunications in the Context of International Security, A/AC.290/2021/CRP.2, 10 March (2021), p. 6,

@ B0 (%) BERR - GRS (METIEPRESRTI 2.0 M), BEHESERE, RS0k b itk 2017 408,
55 116 T,

® See Report of the United Nations General Assembly, Responsibility of States for Internationally Wrongful Acts, A/56/83, 12
December (2011), p.5.
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RGBT A (ERFHUE R R) I Z 51705 BFE A TIEAG 47 8ok
R AR AR B8, AT Ol W BAT BRI (RpZedT o 2k i 47 o 1) o B
MAE), RATRARCRARERE AT PR .

A B Z 0% I BBCR 55 355 o {8 “RI/RZVFRER" o, R/R 2500 E K
ZAREM A A, DO IR A Y T IR SO N TE SO AR RS . RO Be 7]
RPFIR . AR (IAAA L)) BIEOE AR B E RIS 2017 i R, XS 2047 0
ot RUEZ | ARE G, AU BIRSE B PR i o, T ELAR i — P sl i B 7 @ PRk B
1E “PPRIVRSEEAIMRE G RT BRI R Y, SO TR R WO I RS R S S A R AT A A
TR TR R BV X s AR, HAORE TR SRR, HARLBEE R, X
S RP I A B e RO Bt 7 T TR, IR ZE T AR IR G ] 3 2 X T 11
FARBCR T REAL LR Trdy, T2 20 WL 453 75 £ 7 X0 R MR A 400 3 ) SR BRSCR S LR v ELAS 2
PAIK 2 B 1T

3. vk R R A IR

Hlig ERR A S PRk S BB E I E & SO UIELe AR . B, —2 5Pk
BREZ L[l I AT RE 5 R R BT, A SOREREN, WRILAZRIRERRISE %, FHA
REMEFTE, 23R e 2 S A T B0 BIRUE, IR AR AT B B AN R AT AR I
BRUERE . XY G (normative aggregation) , B s AL G (L AR
WACEARUSETHE) #RG, IFHITATRENHSHGE RN, o X ot v

ik ERRFEAR R SIEEB TRCR, 545 DS RFE0 M 45 B0 M s o il 545 JF
A PAUR RS, HFRRSR H R BT R AT, LT 2% ik i) R ARACR Bt
MR A Ko fE— LR FE R, SRR mARE . (AA A ASE R St ) 2571
AT NG, HAFLEKIA] . 5 R G . BRI IX — R, ATLOAK, ZF
NGB IR R ER T, WS RIMAERC R USITE “1TX7 % 2H A b
HRXIITIER, AR E B TAT O UL e BRI (R, EE R BT
MAERECHEANTS L EE, W E 2 HHRIRE AL X F M shimns, wi—
RN ARG T — S, WSR-S AT AE RIS A . 2R 547 B0 5 SR B R B a2
FEI PR S5, U] B 0 T 0 285 358 Bl AN e b B S R AN IR AT M o

EHEINN, REHENE 253550 b0y — 500 Bk IR LA — BOE R —BaA R )
SR S A% E R AR R v T A TR AR U A A AR RO Y R i R BB X, © FOE [ Bt 23 19

(D See Report of the International Law Commission, Commentaries to the Draft Articles on Responsibility of States for Internationally
Wrongful Acts, A/56/10, 10 November (2001) , p. 146.

See Ireland v. The United Kingdom, Judgment, European Court of Human Rights Reports 5310/71 1977, p. 64, para. 159.
See Oil Platforms (Islamic Republic of Iran v. United States of America) , Judgment, 1. C. J. Reports 2003, p. 192, para. 64.
See Michael McLaughlin, “Deterring the Next Invasion: Applying the Accumulation of Events Theory to Cyberspace” , hitp: //

® ® O

opiniojuris. org/2023/03/02/ deterring — the — next — invasion — applying — the — accumulation — of — events — theory — to —
cyberspace/.

ZILHEAL: QERFEHRFSIELAR DRICR), # (I5%) 2017 4E85 4 4, 554 T,

(38) BT, WRET: (RAREPRE) (559 M 1 EWE 100, ERRESE, EAX GRS 1995 4
hi, #6521 3T,

. 86 -

® @



W4 = 5 R R DHBIE BN S E KR %

R, L E PRI A R Z B, B R R RN (E IR Y X AR AE AT O (Y AL T A 54
(S Rk B 25 A7 AE, 2 JCIR R KR RIE KGR 8 RIE K filn, FEETR %5 % 5
(Loos) HFINE TR A “ fERAT A RPURL FEUZE " © FEILIEAN 1, 1986 4F, =& FEE
(Kuhlen) EEXJEEE L) 26 324 2558 1 3k /KIS QLR B8 T RBUL (Kumulationsdelike )
MRS .Y HAS W EE A FHME AR BEAEMEN, LIB7Ikth o kAR ] i
MIRZIFES O hEIEE Ny, PIALLEAH BT 1T, B S8 R kA, Ba
IHE— IR T AR R A, O E A BN AT AR BN OCR© REMESH
{8fAHs (Feinberg) 7R $2 i RAWMER TS, s i REAAT o RIS , ERHA DAY
AN NEIATH BB EA R AT R E O AT, Ba RN S e T i 2 [ R R SR KR £ S22 . )
TERAT ORI LSRRGS, MR AR 948 S50, A e R0 A fige e 53 P S 1
Jria)o AR A LS B, AR AT R E s = B AR, — ek A S T LR T LA
i@

(=) ERME THEBHESE

FRARE bSO B AR BT T WL, RBVHCR FEGE T 2 R iRZLEE I E 5, T 2% 23 [A]
H XA AR S A B R

P28 23 (6] BLAT i 2 ke vk, BB s AR e R A ARSI A ROl Y . 5, Mggas
] FA g, P BGE R EMELUE & o B BT IR AR M B A BA T, Jokxtid
S bR 55 AT EOWBGIE , 33X 5 ) B A AR U B X bE . o dn, 72 1986 4F “ Je i ik 6 [
FEEITNSWHEGEFITNE” (Nicaragua v. United States of America) ", FEPFRIEREHE N, R B
R PR A RIS R T Tt o T £ T ek R A PR T T AL B I T 4% 1Y
B E BREC R SRR R, X I FHHME LA R, AT E PR A A R R R R I
PRAE” O S EB RN EA SRR R T, ARG SR A
JEA, DA 2 Bt R FME LA S B . HK, ER I R 2 O IRA B ity . AR
i AR OCERETGE o HRTAEAE R W 28 B0k 2 R ARE B ety , @ g ik 208 a0 200 1 I 24 Tt

© M GRE EPREWIR N — R EEN) , 8 QEMk) 2021 4£55 3 8], 45410 T2,

@ ZWKEWR: (ERBULMEE—CPU5 B 0) , 3 CGREREETTIS) 2017 4E55 2 1, 46 165 11,

® See Loos, Zum Rechtsgut der Bestechungsdelikte, in; FS — Welzel, 1974, S. 879 und 891f.

@ See Kuhlen, Der Handlungserfolg der Strafbaren Gewasserverunreinigung, GA 1986, 389, 389f.

® S (H) PR (MRS TERIeIRE) , Eaik, RBFEEEH: OEBA) (5B 123%), HEB M
2007 4R, #5338 W,

© S0 ) W54 Ok (M- Bal), m58E ML 2019 4RRT, 56 130 TL,

@ B0 (3] k. ONEREERR—XHBAMBE) (%), FRE, WS 2013 R0, 5255 7,

® e GRIEREFREWIRR MR Y, 4 QRETrE) 2021 4545 3 1], 45415 71,

@ See Military and Paramilitary Activities in and against Nicaragua ( Nicaragua v. United States of America) , Judgment, 1. C. J.
Reports 1986, p. 103, para. 195.

© CEARTWE2. 0 i) ik T “UTEEARAE TR PR S RCR AR o LATPAR E — I 2847 3l 2 15 4 ko Mo i, %
&Pl LUE BTG R AT A AR . S0 (38) B S/R - MBS (LKA 3 BRI AT 2.0 fR),
BB MESFERE, AR Bl SOk RUEE 2017 4R, 5 345 TT.

@ See Beatrice Walton, “Duties Owed: Low-Intensity Cyber Attacks and Liability for Transhoundary Torts in International Law” ,
(2017) 126 The Yale Law Journal 1242, p. 1464.
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HAWR, Y JUP AR BIR B T I M Bt . [, 428 A58 8 IR —80. B
BB AT o /N (Jun Osawa) $giH, “7Ed % 10 45, EZRC IR MEVE RS T
HE M i 19 F-Bee oo 1T LUR I8 iy 280 AR R BRop JE s R S 2w, — 2808 T
VRIS L 4 P B IT 2 2 W 4 et 7 @

SR, ZRE A TR 30 5 X7 22 AR R 0 298 Ao i i 3 ) MU 55 RO 10 2 1 5 7 £ DY
fili, AT DI RGE R0 465 25 8] B RE AP . S e LA i L IRB R s AR N il DA SOCHR M
ZRAERE, FOURANGIRAS A S A TACIE K AR B9BN . BRitkz 4k, 2RPER T
PR FIAE—E R LREAR RO Mh” A 2R, B xh B AT AR B 46 1R BidE (deterrence
by denial) , FERTELL (Zeev Maoz) KSRy “ —FhEUR—d i X MEOE, AAMTEK H 61
DINMREERGE S . REARMEHE, BaSEIEH”® Z555 5k (Michael McLaughlin) 134
s P RIS T MRS R S, ¢ (282 (i) Ao LU [ PR AF 5 22 40 4
M AW A B IR Gty o B 2R SRR N HT T 2 A8 T e 25 B 9 HC Al B 8 55K St A1 i
JIE R 265 i 1 2 i @

M FRREE DR EGRE

SR A TS A W) B S [ A 48 1 TS LS A FEAt L Rt Ay | 7 o 246 2 i) e 4
PRGBS . (EX— P WAFE— LR M B N TR BRI, 7 20— 2D 583

(—) ERATF:. Rixkkb B EWEELLE, K

FZHAE T (accumulation factor) ™ {4 52 £ 25 1k 21 2 0y P ity 7™ 1 A T e 4L IR) ) 1
dio SR, & HE . EPRALL L K BT RN 7R AR R . R R R
oI

FAEY KA R A TSR AL, AT fdn . (RAUE MM Bl , RS H & 005
MR, AeRSER EPS 55, #AE RN T (B4 EXHEZLE R T A0S A A
[l AR (M2 mEPRZS 5 ) feih, B “RORERMRG (low-level) MR MZ51T

® 2010 4ELLEFNFNR EX IS AR R R (Stuxnet) 5 B0 B IR TALELR 10 45, 0% A 2 i
I ™M 25 75 if, See Andrew C. Foltz, “Stuxnet, Schmitt Analysis, and the Cyber Use of Force Debate”, https: //
apps. dtic. mil/sti/pdfs/ ADA618715. pdf.

@ See Jun Osawa, “The Escalation of State Sponsored Cyberattack and National Cyber Security Affairs: Is Strategic Cyber
Deterrence the Key to Solving the Problem?” , (2017) 24 Asia-Pacific Review 109, p. 113.

® See Doron Almog, “Cumulative Deterrence and the War on Terrorism” , (2005) 34 Parameters 4, p. 7.

@ Michael McLaughlin, “Deterring the Next Invasion: Applying the Accumulation of Events Theory to Cyberspace”, http: //
opiniojuris. org/2023/03/02/ deterring — the — next — invasion — applying — the — accumulation — of — events — theory — to —
cyberspace/.

® ZRHETFRIREE LT EYEAMRE RS, NTitea HFRERWIUR, i T&E., ERALSLY U AR
FEPRT R A BRI | AT AR R R R AR A 0, ASCUT BRE TR — SR BB, &
8 — RINAEB R A AS B R 10 4% e of P g Jm s7 2R 4. 47 8. Abdul G. Khan, “Relationships between Chromium
Biomagnification Ratio, Accumulation Factor, and Mycorrhizae in Plants Growing on Tannery Effluent-polluted Soil”, (2001 )

26 Environment International 417, p. 418.
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I BEAGEIR 5 C B —LE 2 R, R Pkt R AE 2 ETFEIRES |k A TR 11
R ARRRE” @ B BN IO 2% T il R R T RE A IR 4 KRB R, (HZE G R kb T g
WA — Rl S S S SR, AR B RE Tt 1) SR AR AR 75 R i ) B AT AR A AR AR, AE 2005
ARJEAZAF R - RIER IR T R T “ REEM LWV E A POREER™  (Jus ad Bellum-
Ethiopia’s Claims between the Federal Democratic Republic of Ethiopia and the State of Eritrea) H) 1—8
SHBR, ZRESINN, PUNERAEL RS K, RME S BN BT, WAL (Ba E B E)
PRLER) R HAb— RIS RAR R MR, EAAEA (RGEZER) 251
FR SRR E KR BGE T — A E R ALY o b [ 2 IR R Sk i AR R R
FORRAT,  — RV (B SRR — g fE M Bl s 1k B A RO BGE”,© R
T B AR TG i B g — {51 AR N 5 LA S AT R P

it ORI A DACRISRULE Tk, B —E M mAE R M8 i (i S A 1k i
RN Al 2R T, DU Sk R sl AR . e 2 fe (O & 28 R A
ey rhsmaE IO R AIE SRR, — SO 2 O KB R A X M
A2t B RS A L OCHR AR A 2847307 . 3 R AR T EBREE B A e IR
FEERTNSMEERITRT PR X, RTEREAR (KEGEER) 6
51 PR R geh, A EMEIIERE (BRAEEZERE) 25 2 556 4 3R 1.© R
X WL, A ] I 245 T At T MR S R R B B TR, A T i SRR PPAG
PR RECR R AR B I Bt o S — R TG A7 0, RV A AR AT Al 7 A4 1k 9 Sl
{ELE BB T A MRS 5 ORI Tl T T TR, T A AR 1T e R ] o < i S U R 8 A [ o 3L
g5 BN (R SCfpRaE RN, #A R URBE & 5.

WeAh, A — S i AR TP BN E SRR P AT, Uk FECRGE IsE , 5 AR X frf Aol P Joi A
P JE ATl T IRAE SRR DA 1A Y DR R o (ELAS AR A 18 285 1 sl A 8 A P A R 28 iy (JCags
NN NI IR TR YA € iy 1) A W LG e

(=) BREX. KRB EmGIEFRE

RS T, WU BRBCA L2 (linear superposition) FAIALE I (weighted
superposition) , " EHZA Tk, BRI UARBUAEL M S B R 8, i

@ Australian Government, Australia’s International Cyber Engagement Strategy, 2017, p. 45.

@ See Nicholas Tsagourias, “Cyber Attacks, Self-defense and the Problem of Attribution”, (2012) 17 Journal of Conflict &
Security Law 229, p. 233.

® See Sico van der Meer, “Responding to Large-scale Cyberattacks; A Toolbox for Policymakers”, (2022) 7 Journal of Cyber
Policy 175, p. 179.

@ See Jus ad Bellum-Ethiopia’s Claims 1 — 8 between the Federal Democratic Republic of Ethiopia and the State of Eritrea,

Judgment, Eritrea Ethiopia Claims Commission Reports 2005, paras. 11 —18.

ZWARA: (EPRE LA TASSENED , T EARKE: Bk 2014 4ERR, 45 235 T,

See NATO, “Brussels Summit Communiqué” , https: //www. nato. int/cps/en/natohg/news_ 185000. htm.

See Tobias Liebetrau, “Cyber Conflict Short of War; A European Strategic Vacuum”, (2022) 31 European Security 497,

p. 511.

See Military and Paramilitary Activities in and against Nicaragua ( Nicaragua v. United States of America) , Judgment, 1. C. J.

Reports 1986, p. 101, para. 191.
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FRE LIRS (space) B/N2E (common difference) ™ LUK AU R (weight) . X EEIRE 4% 5]
TEAR P28 Bt 5 T nl LA E B B B, MRS 58 1 BOR Sk R A T AT e 1

AAE LI T LI (the superposition principle) , WKy BNV, S8 IHXS T FrA7 Lotk
ARG, PIANSE WA R (stimuli) 5158 8652 A0 R 2R 43501 5 | 4 52 107 fr) @
S0 2 Tk i A WU S R R, Al AR T 2800 5 ik . ATy
GETAE, (EX TR ROTE RS BOOGE TG o BN, i 28 BOT i i 66 BHIT R 4R BR
HIGEWRA , AR Pk Ik O RE Al AR R A B s (B AMRITIAS . JCIE SE /PR B R R G
i SRR

INALE IR AS R R F AR AR, X452 R IR STkt AR R © AR AW, (2) FoRE
— DR TR, E (v) Fonss—D RN TG F RS ECR, w8 F (v) £k
KU BRI =F R W A

n

F(x) = Y Wi(x) E(x)

i=1

ux@%&&%%%&m%%ﬁﬁﬁﬁx,ﬁu%ﬁ%%%@%%%ﬂ%o%ﬁKﬂ%m%%,
RO A T EL AT B AR P - R0, S A RUIABGE Iy B, IR BERAIE EA 9 2%
B E46 5 MEW, AIESAF

(=) ERR: #HERAME RBRELH T

SRR A (Inss— kBl A 2em AN E ) L BRI 7B SR PE (B
Pi . 0 E DL ARG E AL ) AT3RAFAE—E S AN B E o

PO —Fe Tk B [ Prik OO SR — A ™ (first shot rule) o R4 10 fih A i 2 A2 2
BT R, XA AR 2 T A AT Y S R T B 2 1 U 8 R 3l W R R A T
WA RIS, N RSP g R TR W, B AR L, EW R SEPR TS S B
CHART MR BGETE R — RN R A CRERE SRR, RERA TN EE
RIRT) i R E AR B O IR R — B M Bl , 3R AR B o A S (]
MIETS , X RO ety e dm eI APPAl, JHBDRIME . 30 5 BOh A KBH A%
TR0 R TR EPREZE R STEX (ERTHUEFRRER) MIFEhdssh,
15 56 L RSB 4708 “ AT B IE] SR E A oI — A S A Dy e A BB T, T2 o
AER S HAMAE Ry 8O 5 — R LU A 247, EA—E & — R VT i e —
A M EOE NI AUR — RINAEAT AR — 800, (B SIFAESR IS T — R 5 58

LRVERS BEA Y T2 B h I A 2%

See “Superposition Principle”, https: //en. wikipedia. org/wiki/Superposition_ principle.

BIANAT 23 B R TG IR AL MR D AR, B2 ER (trace) BRI, X RZIL ML L A FTRR LA ]

T 3% TN VR SR AR 3% N 2 A AR R R 8 PR v A 25 2 A TN, See Jianyong Xie & Wei Chen, et al. , “Application of

Principal Component Analysis in Weighted Stacking of Seismic Data”, (2017) 14 IEEE Geoscience and Remote Sensing Leiters

1213, p. 1215.

@ See Olaoluwa Olusanya, Identifying the Aggressor under International Law: A Principles Approach ( Peter Lang AG, 2006 ),
p- 57.

® See Annexed to the Judgement of the International Military Tribunal for the Far East, Judgment, International Military Tribunal

for the Far East Reports 1948, p. 33.
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BATAA R TREREAT RS, RERAERTT AR R UGS L5170 .0

TEVEAR ) 26 DOl R S 28CR D5 T, A RS SCF R 8 T BB 2 3, B
(S IR AN VAN e e R i T £-38 1 1 T 7 SO 1971 A BN RN
S5 HRATAE Y R R i Bl AR BT, 5 3 ™ R A 2 5 5 < Rl e 2R A Tt mT RE R
RISl o EAERRE, FEEBAGR R R 452 8] UM ROR T, I 25 2l ) 1< G 52 i
WAL ORI % i . XAFS CEARTIE 2.0 i) ik sldbilmg “amHpsE” e,
MRYE “NARIAE” , Eid FHRCRARE LA 3 — W 2847 3l 2 4 s o e ik, B < —3)
AT LLA BEIUL A 28 A7 S A AE 7, R T TR 42 R G (Y S M A A T I, 2 S B0 2% 23 (]
PRI R AL

(w9) RN B, W5 BUE %

IR oAb 2eArsR i T a0 el i E A CTAR, R T — iR AR R — A
B, R AR SR LR A, A BORABOI IR . UL AIEGA

MR RO PR T —FP il B 52 F & Z A A8 BN 8 2 E AR a/ErEE (non-
cooperative game) . AEF VMR “BUE BN WIEEMMLATE, ARALMAIT & HET G, B
R ABEAT 5 BALE" . 298 - 528492 (John C. Harsanyi) KA, HA X5 (P, &if.
B A AR Bl AT, A MBS EEE . 2, WRMIEE Z R T
HHRII L), A EABRIZRE M EAIEMZRR SRS BT A A R T 58 A Xt Bk Y
TEIRRRE, ARMAERFSIGE T, 2 FH#H W T AW A SR BN O HURL, fn
T8 S 22 B b ] B2 S EOIR AR5 A e 00 T B B8 RAT I . W R T IR AR R 1 ik IR AR
e, RFERTE TSI A BOR FE TR T o SR o 3 i ) T A TR K
WA AT Cane i B 4y . ARG T S A ARSE) FFS ARt BUME R 25173 (offensive
cyber operations) , J4a | RRRCRANMGT “402k”, 1352 F ERESERERT), &MY T
“ERT TEZEGHE,

FEEEPE T TAR B LA BT B e R BRI T AR . TR ETESL Y SR R, BT R
1 75 £ 1) 4 i SR BRI A 2 R G PE R, TR AR AR 1 ol 268 o ) A DR SRR ™ . 7 ]
TESE G S, PR RO Bk M TS — R BOR TRE” O JLAWE R, 5T M2 i e
W SEdRT] (AERPETEAL) 555 Anpue, 5 A R v e s g 2 R0 BT LR © hit

(D See Report of the International Law Commission, Commentaries to the Draft Articles on Responsibility of States for Internationally
Wrongful Acts, A/56/10, 10 November (2001 ), p. 149.

@ A (A ] A A A S T E L R —— IR TR & E N S RS ), B (Bt s Rl
) 2021 4E55 6 ], £ 86 T,

® See Drew Fudenberg & Jean Tirole, Game Theory (The MIT Press, 1991), pp. 65 —70.

@ See France Diplomacy, “International Law Applied to Operations in Cyberspace”, https: //documents. unoda. org/wp —
content/uploads/2021/12/French - position — on — international — law — applied — to — cyberspace. pdf.

® See Report of United Nations General Assembly, Official Compendium of Voluntary National Contributions on the Subject of How
International Law Applies to the Use of Information and Communications Technologies by States Submitted by Participating
Governmental Experts in the Group of Governmental Experts on Advancing Responsible State Behaviour in Cyberspace in the Context
of International Security established pursuant to General Assembly Resolution 73/266, A/76/136, 13 July (2021), p.31.

©® See NATO, “Brussels Summit Communiqué” , https: //www. nato. int/ cps/en/natohgq/news_ 185000. him.
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AT DL, X PR I B S T T R S R SR 2 R A [ P s X R # . A OB 2 BOC AR
AR M 251 Ty LR G IR USRI R AR kg, REL T MERU IS Y BOR BESE T

Mzl T EMT bR ERA AR ENE . R (BRGEEE) S %, ATAUEHRR
T B s A o X —HUE R, AR Tl AR A 6 a0 25 B R M A M B, i
N B ToECE R - 4k . A IR T RE R S (BREEER) 51 4 ROk
FIAEEAEE] AR X —nifE, “7EB RS R R AR RN, B AHCAE, XS S 2
FEPERT FARH 7™ A5 RS ST 2R FRINE H TACH” S SR M 3k Gl = s k" i3
PR R R BRI R 5 R B TR o BB Uy JCH T JEI T i P T i O™ AR A
FUgfy, B HA KA N RE . Tl W7 BRI il kA5 7 A FLAE B A TR R 2 X Al
SO A S IR R e . ™ FF I T (EBE  (value determinations) H124
AT EL, Al PR EEE . N XTI — W O B0 B L B A T A S R B A I
S ZE W TR ol B 3 FHACR BE , X RCR BSOS IR A BLTE 1945 45 SEERSE R FRll
AFEIZT (US v Aluminum Co. of America) o {EZZEH, EBEE AT AT EZE 2 0] LI A1
NAEESMOATATEI AT, REZAT A H B A T 2% il 5t 105 2R ORI 1938 H
AWRZEN: “AFAEEB” A BORMA™E”,© MRS LB briE, “Zigse” 2
CHORTTEET B FE ALESAE . RN, KA R RE AR T EET A RUE A 2,
a0, TR 2 a3 () A il A o R ) (R e e, X — S [E GO Y B A
BB R A “OuFH E T RS BGE S S e Bah B R e, AR
PRI ], ©

7 WNRRAEBINERE

S A TIe I C At AT Bk il S HEMERh SR A S Z 0. [F
Bf, dEAEVERZS B .0y (Cooperative Cyber Defence Centre of Excellence) IS5 (3T
3.0 hit) IEAERTESHAT . BITHIE RN, SRR T 2025 R & E L R Nie . BUF R
WU IERMEL . R (BEARTIE 2.0 f) XADRe ZE e “EEMR 8" RiBsIR,
A2t 8 AR A e, JUHAEAL e S EARRIA LR [, AEAETTIA T RE R RiE R
FER e Erh 2 H S, A EERZIFHG AL X 2R A T RS SRS kA,

See Report of U. N. Atomic Energy Commission, Doc. AEC/18/Rev.1 (1946), p.24.
See David Keane, “The Innocence of Satirists; Will Caricatures of the Prophet Mohammad Change the ECHR Approach to Hate

® e

Speech?” | https: //www. ejiltalk. org/the — innocence — of — satirists — will — caricatures — of — the — prophet — mohammad —
change — the — echr — approach — to — hate — speech/.

® See Duncan B. Hollis & Tsvetelina J van Benthem, et al. , “Information Operations under International Law”, (2022) 55
Vanderbilt Journal of Transnational Law 1217, p. 1265.

@ See United States v. Aluminum Co. of America et al. , U.S. Court of Appeals for the Second Circuit — 148 F. 2d 416 1945,

p. 443.

See Malcolm N. Shaw, International Law ( Cambridge University Press, 8th edn, 2017), p. 689.
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@ BB (EPRERA TR MR X EXS R ——LIFER A F0) , # (IRIES) 2015 AR5 5 4, 5
156 11,

@ B (BAEREBZEIHETAEA I S 3c ), BeA EFZE S 55T Mk, https: //unoda — web. s3. amazonaws.
com/wp — content/uploads/2019/09/ china — submissions — oewg — ch. pdf,

® ZWHERERAERSEERZ LA TEAT RSN EXTEREEHMNET, KA EREFE ST M,
https: //documents. unoda. org/wp — content/uploads/2021/12/Statement — of — China_ ICT — OEWG - 7th — plenary —
meeting_ international — law_ DEC — 16 — AM_ CHN. pdf,

@ ZNHEREKRAEREGEGER LM TEATRSW EXTEREENME T, BKE ERAE ST M,
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@ See Report of the United Nations General Assembly, Official Compendium of Voluntary National Contributions on the Subject of
How International Law Applies to the Use of Information and Communications Technologies by States Submitted by Participating
Governmental Experts in the Group of Governmental Experts on Advancing Responsible State Behaviour in Cyberspace in the Context
of International Security established pursuant to General Assembly Resolution 73/266, A/76/136, 13 July (2021).
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Theoretical Deconstruction and Practical Response

of Cumulative Self-Defense in Cyberspace
Zhang Let

Abstract; In recent years, some countries and international organizations have proposed that the
cumulative effects of cyber attacks can be considered as an armed attack. Constituting an armed attack is a
prerequisite for legitimate recourse to the right of self-defense, and this model of self-defense triggered by
the cumulative effects of attacks is known as “cumulative self-defense”. The theory of cumulative self-
defense has elements such as the identity or synergy of the actors, the correlation of attack behavior, the
traceability of composite obligations, the continuity of unlawful behavior, and the evaluation of whether it
constitutes an armed attack based on effectiveness standards. The research of cumulative effects in
international law originated from the theory of event accumulation or nadelstichtaktik theory, which was later
confirmed in Article 15 of the Draft Articles on the Responsibility of States for Internationally Wrongful Acts ,
which states that composite acts violate international legal obligations, and applied in judicial precedents
such as Ireland v. United Kingdom case and Iran v. United States case. The principle of aggregation in
domestic criminal law has actually become a general principle of law in the sense of international law
resource , providing some theoretical basis for the theory of cumulative self-defense. This theory fully adapts
to the virtual nature, low intensity attacks, multi-agent attacks, and multi-correlation attacks of the
cyberspace, but it also has inherent shortcomings such as the divergence of illegality and severity of
accumulation factors, the selectivity of linear or weighted superposition of cumulative modes, the unclear
measurement period and correlation of cumulative effects, and the ambiguity, subjectivity, and political
nature of cumulative thresholds. Based on the basic position of the Chinese government that “does not
encourage or legalize conflicts”, it may be clarified from three aspects. There is significant uncertainty in
the legal connotation of this theory. Besides, “political decision-making” grants unlimited discretion. The
theory goes against the principles of good faith and peaceful resolution of international disputes. We need to
clearly oppose its tendency to expand the interpretation of the right of self-defense.
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