) - »s Chinese Review of International Law
) BRI N3 (2025)

5% [ Ko dls 5 5 W 8 ST 3 HG 1)
M B H i sh ) 2 42 i B

B FSk

i OE. 2RI HOHEARNASALARES, ATANE RSS2 BIRAES LA,
EERNELT FTHEFQOEBERERR, EAFEBRTRAL 05 TOHBEFRE, K,
M Ao S S B R AT 2, R M R A A A TR ) AR B A A
X, BRARIA LT T HFBBACBR TR E, 4525853 F B F 5860 A A L BUE &40 IRA
B, FEIATRBKRBEADGEIR L, AR IR THELRRAETLSHELREE
REANE, HATHHRP EXAREZERERFRLE b £, 22, & £BRESTITRET
FUEME F@IEE SR AL, R AFIGRE, BABHRGIEARER B ALY L, S5
kA, FRAARKSTEER A F7 BEMBHERZERE, SEABRTRREZANRTA
KA B B RS BOR, F .ﬁkk%*/\lk/ﬁﬁl‘éﬁﬁlﬁ)b% PR WTO 438 ik ) a2 5 b
Eﬁﬁ%%ﬁ@ﬁ%ﬁ%%# R A £ E 0 SRS B s A UK

KR, £RKESR %i;}}%ﬁ%‘%bﬁzj] KR W% é}i;}}%yx}; bwins BEEAE

— [HERRY

2024 42 H 28 H, REMMEBSFEEEE T (TP 1k R TE FE R KB HUA

s A2 [ BUM A GBI AT A 2)  ( Executive Order on Preventing Access to Americans’ Bulk

Sensitive Personal Data and United States Government-Related Data by Countries of Concern, T#K (f
BT ) ) VAT O E T A BRI IE T BEAE (oK 56 [ B 1% 4 31 4 2 H
ARG . 2024 4F 12 H 27 B, S AREERAAT S i XA, @ pRas s (BB AT B

w0 R, i EA SRR AP BTRIOI B SO, P EARK SRR LT AR AL R B
RLERE BRI BRI, 45 DF2023XXIC07, AR SCHT 51 FH 9 4% 9 IR Y 55 1 [l I5F 1) 35 0 2025 45 4
A30H,

@ See “National Security Division; Provisions Regarding Access to Americans’ Bulk Sensitive Personal Data and Government-
Related Data by Countries of Concern” , Federal Register, https: //www. federalregister. gov/documents/2024/03/05/2024 —
04594 /national — security — division — provisions — regarding — access — to — americans — bulk — sensitive — personal — data — and.

@ See “Provisions Pertaining to Preventing Access to U. S. Sensitive Personal Data and Government-Related Data by Countries of

Concern or Covered Persons”, U. S. Department of Justice, https: //www. justice. gov/nsd/media/1382521/d1? inline.
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Ay WA IEH, TEICZ R 2023 4510 A 25 H, EESHRESANESH, ERELE WT0 BT
T 55 R A P iz A Dok R R R 80 1 5 ok, SRR SR A i sh © LR RN
JitE— PR AR, ST 3E AR AT EUR (ALY, B R SRR B T R SRR, A E R
b 2 W A0 B B 1 O B0 T RE A (R, 0K X 4 BRECHE It s A [ Al A2 0 AR TR
S,

MIESE 2B A iR sh 2RI W “/NBEmin " SRmg, 55 EEE B 5T A S
e ) AN R Wl T H o i 22 4 5 L R 35 B FHITA, W S PR SE G A S A ER B I B
¥R AR o 3X — UK X ] A5 A [ R AR R, R AT I R 5 I Y X — O R S
FrFpy S m = A n, HIEE SRR A TIRAEZ L, 40 Rxd, A%&
FT L ER B S EOR, 5T T 32 EBE N A R @ (AR IR B 55 E X EL
PEEEBE B S n], B 2E EAR S WA < SEE T BB, A ENIRIEAE T
5 ] Bl A [ 5 B 45 10 )2 1, @ DAy 52 ) B0 1 s A A ) U T ) i L 9 AN B AR A 4003 1
FEM, TR T BRI LT O AU F AR R T RS A b 55 BRI B 8 B b o sl i LAk
SCRE VAR Y i B BE e [ qn ] R AT hR RG], A0 R v 1 3 3 I 8 i B WA BUR AR Ak
FITRIZ IR A, P B AR 06 T WA 5 1) TI I 0 S A 52 P RNk B I N A0 B 29 R4 At R TR A
30T

ARSOR 1 S RS RS R B B B T T WA AR A, o LR IR B sl i Sk, iF
M 3 AT EIHEH A B sh B L i shit m iR, BINEGE . &8 BTy 0 3¢ E 4L

@® See David Lawder, “US Drops Digital Trade Demands at WTO to Allow Tech Regulation with Teeth”, https: //
arizonadigitalfreepress. com/us — drops — digital — trade — demands — at — wto — to — allow — room — for — stronger — tech —
regulation/.

@ “UhBEmtET 23 E AR BTN, < /NBET SR AR B OC R B 36 [ [ KL R E BRI G,
7 SRR A S AT S 1 R T B

®  MSARFRMSCRTT S WARIIZE . £ (BHEZRZ 2T WEEEIR a2 2Ry, & (EBERmR)
2023 AR5 6 1, 552030 Bl 5K (SR BS SRR S Y [ PRk AL B AR S P RGN , R (R BAHRITER)
2019 4E5R 4 B, 55 79—93 UU; EMé: (BUREENTW SO E ISR E), # (FFRERRE) 2022 45 1
W, %599—112 015 Mmf, R (KREEIAZ. ZHMETRFERI AN EmEKEZdE), 8 (LFEER)
2020 4F5 S I, 5H 158—164 U5 XUSCAN: (SRICE 5 52 i sh LN IEZR BB 1), 30 (EPRIMEATSY) 2022 4% 6
W, #65—78 51, EF | A8, CBIEEESMER Y 2R SR E RN, B (AR 2022 4E55 4 #E, 5R
54—75 T1, See also Frangois LeSieur, “Regulating Cross-Border Data Flows and Privacy in the Networked Digital Environment
and Global Knowledge Economy”, (2012) 2 International Data Privacy Law 93, pp. 100 — 103; Dan Jerker B. Svantesson,
“Privacy, the Internet and Transborder Data Flows: An Australian Perspective” , (2010) 4 Masaryk University Journal of Law
and Technology 1, pp. 15 —20; Aaronson Susan, “Why Trade Agreements are not Setting Information Free: The Lost History
and Reinvigorated Debate over Cross-Border Data Flows, Human Rights, and National Security”, (2015) 14 World Trade
Review 671, pp. 689 —693.

@  FORARERME SRR TS T ScAe s (BT A= i R W1 B Bcdie s S S Sh AR e M 5 S Bt A8 ), R (T R B0 RS2 4R
2021 4EH5 5 1, #5 142—154 51, BROCEE | BT CREEGERS BRI S RG] 09 B NIRRT, 8 CRFIRZREE)
2023 R4 M, S 132—139 TU; FRAAAL, BRETSE . EX (LR STEUR I 3 B9 A8 FE T I Bt P B S R )
A (EAE ALY 2020 4E55 6 0, 4 136—143 L,

®  AHSAREMESCERTT S WA . 0 EAUET P Y CLOUD 1K), # (REfE B4 2018 455 4 1], 4 40—42 Ui
AL (S5 E BB i 2 [ BRAB 5 A BR  22 5 S O Y, 3 (ISR A4AE) 2024 4EHE 1 1, 55 99 T, See
also Renata Avila Pinto, “Digital Sovereignty or Digital Colonialsim”, (2018) 15 SUR International Journal on Human Rights
15, pp. 18 = 23; Nick Couldry, Ulises A. Mejias, “Data colonialism: Rethinking Big Data’s Relation to the Contemporary
Subject”, (2019) 20 Television & New Media 336, pp. 336 —340.
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PEs e A S L i B IR, i B0 5 [ A 5 M A PR AR A SR A S S I I 2 2R 1, B
P g X SRS

Z EHEBREEARIINESSXHE

KEVE N EERBCF 2T IGO0, HX RO 85 50 Bl 1 255 -5 BOR HRU A X e BRAs 16 BLEAT
DRI, SEE PR LK A MRS HIE, ARS8 EE 2R RN EE AR —.0 &
IR BRI R Tilid 200, SR T-BOBR AT AR, 8 =35 Bt 7 SO ML
UK @ FE A REIR R S A2, LR S i B 22 5 S sE 8 R s, A SRR
MR T A BRI Y LR AR R b Bl B S AT A RO L B R R OR
17T 5 RN R Kl s 58 A iift s 5 A i S 405, e A S5 HhE (CFAR FTA) Ao Bl 5
SR SN AR TR 55 BT, AR [ BR2 SR iR O R S Sl A BRI HEA T 2R, B HAt FE A
o DX R B S B A 1T, 58 A A AN Rk PR, ad i Bedie e it sl e £ B A% LA B A
REBRIE R, N HAINS RS,

(—) TEWAEAEL., BEAHATD

H7 5 o B — R R MO TR A5 i, B s S5 T S 2 A T B A S B S [
PASRSCHFIFHE S A BRIE ARG 5 58 A bR s BOR, dad [ B 28 SR A | I Bl s 8 S 508k A e
mal, PMEBEAMALSET AR BRI T CBEEREE O, BAE 20 4D 80 4EAX,
2 E ST PE S T O A 2 RE A 0 R 2 B R B P TR AR © B R, X — WA A 1983
) (EPRPBEE B FTBAY)  (Statement on International Investment Policy) HS2I#E—5mfk, %
7 I P IV 3k [ Rl D B I S BE 48 I AR A A BRI B PN SR BCEE A IO A v ) 28080 15 355 3t 5
M

HEA 21 2, SEETERE I B sh 5 TSI E N E , Rl AE 2015 ARl (MR 2
RIS R 5¢:)  (The Bipartisan Congressional Trade Priorities and Accountability Act of 2015)
el BIORR PSRRI A sl BT R PR 5 BOR RO AL, IR e S HoAth [l 58 S it ) 25
PEAH AT i, 78 B B BRI 25 2B 1 (B R PRI ESC R PR E ) (Trans-Pacific Partnership
Agreement , TFRTPP) VINJEHKAT (FE—EPTE—IEREME) (United States — Mexico — Canada
Agreement, FFK USMCA) 1, SEEESHARA ST EIEA AL TR (@ 2 EAE WTO BT/ 55 R F A 4

©

See Paul M. Schwartz, Karl-Nikolaus Peifer, “Transatlantic Data Privacy Law”, (2017) 106 Georgetown Law Journal 115,
pp- 125 - 127.

See Danielle Keats Citron, Daniel J. Solove, “Privacy Harms” , (2022) 102 Boston University Law Review 793, pp. 821 —823.
(38) WUE - B2 i - Zr s, (FEEARE), RERFRE, RIURE M 2004 450, 55 308 T,
UL . (EIBRZ S e 51 5 i)y, b B RLA thRRA 2024 4R, 268 93 T,

See Segal Adam, “The Hacked World Order: How Nations Fight, Trade, Maneuver, and Manipulate in the Digital Age”,
(2016) 92 International Affairs 1263, pp. 1264 — 1266.

See George W. Coombe, Jr. and Susan L. Kirk, “Privacy, Data Protection, and Transborder Data Flow: A Corporate Response

© e e

©)

to International Expectations” , (1983) 39 The Business Lawyer 33, p. 34.
S XNz (P SERREIE S B IR S BOR i i 5 E B, Z4aNZ, hitps: //www. secrss. com/articles/28983
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i, BREEE A RSN THE LG, LN, SR SR AR E R MBI, N
HARESB K “FTEEREEEH BRsh” (Data Free Flow with Trust) #E&, XEEHUREW, EEEK
ARG s B i s E N LR bR 52 5 BOR A% O304y, FRPEIL T T A4 T80 ©

(=) BRI, THFHBARETS ) 20 B RAE

L NS TS 0m p AR R

S R L T — AR T A B A S B, LA S R DR A i BRI T 3 5 ) ) M
T, VAR BRI S R S B S, FERI AR R b, S RORAE R T il 5 B A
R ERBERDE , RIBLOR A ISR Gl JHEE -7 55 )  (General Data Protection
Regulation F#K GDPR) TR A 4 T ) B PR B s R , MBI A T F— 250 4L
FATHRTR B M R R A BRI B e i 2l @ R, S TR FE R LA 45, FEIE 9 A B0 B fh ik
AL A SR JB™ 6 1) 1155 ) R S i B AU, i 2 S SR R X 2% RORI R DA, ELW A A il
FIIH B E AR PR P2 1 T A S 075 5@ Dk, S IR0 Biodie B 58 14 i v i S AR B3
SREU R SIS, MR A i sh g AR

TERLTBRAR R, 56 FEISRIBCR S5 bt DL S AT A A A, AR Ry 56, R )n
“ITEd” N, T ENEEER I, SRR G N B E S BT AP AT, AT E B A
1o BIMERAEAFE GO0 T BRATER A 1 CREE 2 Sl RO DAy i 1) [ 58 22 4x b A
PETRERSNMCER HARR) , WS AIOAXFE B . B, BOFR 0, A EARRT
PR BT, EEEEORMA TR RS R SO, SREMER I ARSI, e (AR
%1) (Export Administration Regulations) I (H T H|2§7%)  (Export Control Reform Act), &
B HMTET B (RO E R EF LT, DL EI R4 SR Ex SMBOR P TR il 1] P e ik
Pyt O XN ERIFOR B KOO B R TR E T ORI B s AR
A E U R BRI 1 56 EBUR EAE SN 1 e R A e ] . ELOEX T
PEIEAT ORI | bR Ry B, W LIRS BUN AR (BUBEHR T B ) bR,

2. [EPREE . SRR R S A

PARGHR A7 A B i s e i i Btz —, 58 EHE TSGR ANy, 56
PGS A s 2, DUHBREdE AL RS, HXRFE N HA | HE | a5
ot WA, REEE SR AETTRGAE , ) o8 A mAL BB s, TR 1 R s i
S AESE L © 2012 FRESHEZIT (EE—EEAHASE) (U.S. - Korea Free Trade

O SR, (GEEBEBEWRR ) EPRMB IS E N BOR Y 2 57 RILREY , # (o) 2024 4255 1 81, 5699 T,

@ SRR . (EPRE TP EEE R G I E) , T ER SR AR 2024 4ERR, 5595 TT,

® See William McGeveran, “Friending the Privacy Regulator”, (2016) 58 Arizona Law Review 959, pp.970 —973; Paul M.
Schwartz, “The EU - U. S. Privacy Collision: A Turn to Institutions and Procedures”, (2013) 126 Harvard Law Review 1966,
p- 1976.

@ See Anupam Chander, Paul Schwartz, “Privacy and/ or Trade”, (2023) 90 University Chicago Law Review 49, pp. 67 —69.

® S0 () EYE - H - T93EE . (EEXTEARE L — IR O REY, D5p 8, A%, 8 OF
BREEMIFIR) 1990 4855 4 1, 46 39 L,

© ZUWikA. (GEEBEBEER R S E RS RIS AR S T EERL) , 0 (EFOEEITIE) 2019 455 4 1, 56 80—
81 3L,
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Agreement) , FIRTERL TR 55 &1 PRUE T BRSBTS 203K, BRI 01 [ N 55 ) sk O X 4540 25
B sh e AL ERYPEAT, PR HESh AU 5 5 sh f g 2 B3k 26, 2019 4F, RES HAZE
By (EE—HALT S5 PE) (U.S. — Japan Digital Trade Agreement) #SREFRAE “ A 5 LK
PR T 52 By B AR ) e A T AN e R TR A S P U 2023 4F 6 H, SRR SG RS 5 9
FHEE AN A A S 2SR G L F kA (CRPUTHEE S 21 TSR 5k R HES)  (The
Atlantic Declaration; A Framework for a Twenty — First Century U. S. — UK Economic Partnership) ,2 X
HEE T PR AT RHEEMF (U, S. - UK Data Bridge) , R iFi@sd «RE—3 F B FAME 42 1Y
HEY " (UK Extension to the EU — US Data Privacy Framework ) #Ef7 3305045555155, L
SB[ A Kl [ i, 2023 4R 7 A 10 H B ZE B2 B DR PG 9 K 1 i
HUC (R —SE EERFEAAMEZR) (EU - U. S. Data Privacy Framework) , PSS 7E D8 5 [
Al xsF DA Nt ) DR K P B A R EOR A 2

WA, R — RS SIS E PR SWELR T B s G E . VENATFE1E S KR
L (PR OECD) MR G E, KEZS5 T 2KE DT NI 5 0 5 1 P4 AR ifi—
OECD (B2 fh P/ 9 5 4> N ¥s 5 5% i 31 #6 B9 ) ( Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data) i % FIERR @ SEETE OECD [ E BRI R e & 75 JF 4
TOCEBIEE R ST SRR A RS A A 2004 4, APEC 8 [ il E
(UERAETFEVEHLBRFNELEY  (Asia — Pacific Economic Cooperation Privacy Framework ), JfF
2007 “EHEH (ESEERRAAEIIAR)  (Cross-Border Privacy Rules) , iZIA R T —4> i AL M
MUK . STATACEAUE L B A b FARSE S5 0 = iR iy | O BARES BRI sh il 2 ik . A
G REBOL T A8ARFT.© HRTE A 9 MA RS 5 (BHEEAMNKR), GFEE, &
VERF, A MR B, whE . BORANE . hE G KRR, ARk, SEREE
s B A PR AR B ) BOR Z IRV N7 1 S g B RO &R, JUEAE FTA h gy A B 5 58 A il i 3

E ()
%B‘J\ou

= ZEHEBRLEEIGER: RERF THEBRS

Bt [l o A% Jmg 55 Tl Y M R R A8k, SR IEEAE AR S e BRMERNE A i i 0 1) 22 23t 30
o 7, XPTECE . HA L SES R, — BRIFX AR IECE, BRI

&
K5t

MRS IR . QUSRS — AR 2020 4l ) , XIAMRTE 515 I kL 2020 4R, 4535 1T,
See “The Atlantic Declaration: A Framework for a Twenty — First Century U.S. — UK Economic Partnership”, GOV. UK,

® e

https: //assets. publishing. service. gov. uk/government/uploads/system/uploads/attachment _  data/file/1161879/THE _
ATLANTIC_ DECLARATION. pdf.

@ See Coombe, George W. Jr. and Susan L. Kirk, “Privacy, Data Protection, and Transborder Data Flow: A Corporate Response
to International Expectations”, (1983) 39 The Business Lawyer 33, pp. 35 —40.

@® ZWEMEE ., ETHA: OB S0 Y 1S 125 K v [ R
2022 4F55 5 ), #9100 BT,

® ZUWSKEK, Fi: (APEC BEERAMMARSREXE), 2 (FEFRRES) 2014 4553 #, 553035 3L,

© S UMM . T CEOE AT 3 BB R R AR e ), B (RIS (T EL SRR )
2024 4FH 2 ), 5B 56—58 1L,

ETWEIMRIEA ), 2 (RTES)
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BRI A i sh e TR, AR SRS SE [ AR 2O E R RHA L Z IR AT R
LR 2 ] S A U AN Bl e 36 R BUR AR GBI 32 5, S BR85S AU
25 . BERLETEM . SRR L A UM A 2024 4F 3 i@t (2024 AE LR35 R
ZANEXFFRILEE)  (Protecting Americans’ Data from Foreign Adversaries Act of 2024) FEN%Z 5
RATECA oA, BE— PR TR R e I R AP DYIIARR Az AR kA
NBEREE . AW8dE . BEI7 DAEEE MBI SUREBHE e im s Ll b 4 [

SV, S w5 AR 25 52 W A BOR 2 IUE R, (RS TER 278 St T X A
RIBCA JRAFTEH, X584 % TSt 7™ s FR . ZEXS R B A D, S5 ARV 5RO E K. H
A E SRS —E R RO A i, TR e S HE A A i B T 2 A 5
BARSVERZE, RS THEP R E S WA ESRIES ) | TR RS AL O AU S SRR R, TR
mi L EAIF 2 T e, BRSO “EIRZTAHESR” (Indo — Pacific Economic Framework) H1
A KHCF R TAEFMABFAE 2R SRR LR, B A2 — W2 B AL AR AR oK
XHY 2B A 2 50730, B iR S BAC AR BOR DM — B0, a0 fpd TO5 i, SEE A |
B HAF IR TS, DU 582 4 0 pos B i sh A s A BR R . o B le 1 56 1 o i i
BRRZ R

XA AR A RS A TR sl RYIXar, AR BT b S R T 5 ) AU A A T
R SCRIRCE AR AERY AR, BV SE (R n] BEIEAE SR — RS- 7, BEE BT 52 2 ) 5 4
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(=) BRAEFHFER
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ME BN AGEHHE BTTREE L il B R 22 FE” . i, FR5T 2024 44 H 24 H%
B (2024 FRPEE B R o 32 AN E RN #1412 F ) (Protecting Americans’ Data from Foreign
Adversaries Act of 2024 ) , HA.UDFRFIEBIRLL NHE . F0T, W, &85, ik, K. #%
i 1 LA A 75 At A/ Rl ok 34 42 fl A 7 56 ) A A > N8 ] Rl SR B RO A7 o 2 AR IR Y
FEURHAE T SR AR I s R DR R X S R R SR, B AL T R B
ZEN A SR, EEIEZ L2 4, AT 3 SO 3 L2598, AMUZE AR E A 4L
g, LA T 5 I R RS A PR

(=) FE5EHRHMAIIERD

FEEIN N, A B BUREAE I B BTS20 LR R A AR B R, R SR AT
ABEXS 56 [ A4 1 5 22 4x ™ AR RO MR B R, U 7 3 o A 1 [ A 22 A A, AR (U AT
B ) 552 4, Y b E S EF B GRT, MR 12 A H AR R B B T
SETRBIE, BRI T AR AE Ik, it 100 44 26 [F A JE R 0800 . B d 1000 44 35 F A
1) 1 3R A5 A AE B UM ARIRAT | Bk 10000 45 36 RN 04 i S R U 55 250408 LA SO 2o 10 5 44 36
A AR IRAF R A 55 . 2024 4£3 H S HA10 H 29 H, SEEFREFSE (B
T4, Se)a kA T4 RBIRN] F i5538 A1 ( Advance Notice of Proposed Rulemaking)® I
A AU BCHLIN ) i %2 B A1 (Notice of Proposed Rulemaking)®, At SR E W, ERSH s
R, REFERERRT 2024 4F 12 H 27 HRAG T (B 152 5 0E FE K AR 5117 7] 56 [ B0
A NEE A A B R e ) B ZH | (Final Rule: Provisions Pertaining to Preventing
Access to U. S. Sensitive Personal Data and Government — Related Data by Countries of Concern or
Covered Persons) ,® B FEH EAENE 6 MEFIIA “ZRFERK” 25, MiidE—ERRE 5L E
NMBEAEE | AP S RE A RURER AT . 2025 4F 1 1 14 |, SEREIRY SR Tl A2
LR RAT (HORME BALEFEA KRS LN B 22 4. IIRIRAE) @ X “H A T AME X 15 &
AR POREUR S IR A" R sl E R Z el A, D <2 EZERIE R E” X5 E Y
FAE AN B N BN R F R

e (CHUBEIRATBCAT ) WA Z H, 5 5 g At 2 B o 7 xR PR RCHE | 4 Rl Bl
AR B A L B SE B (FEFEAE BAEBE YL )  (Genetic Information Nondiscrimination
Act) TE—ERREE b BRI BRI IMNG, By kSR EEE o T AW sas T & S5 M ik, (BT

@© See “Justice Department to Implement Groundbreaking Executive Order Addressing National Security Risks and Data Security”,
U. S. Department of Justice, https; //www. justice. gov/archives/opa/pr/justice — department — implement — groundbreaking —
executive — order — addressing — national — security.

@ See “ Justice Department Proposes New Regulations to Modernize Foreign Agents Registration Act Administration and
Enforcement”, U. S. Department of Justice, https: //www. justice. gov/archives/opa/pt/justice — department — proposes — new —
regulations — modernize — foreign — agents — registration — act.

® See “Justice Department Issues Final Rule Addressing Threat Posed by Foreign Adversaries’ Access to Americans’ Sensitive
Personal Data”, U. S. Department of Justice, https: //www. justice. gov/archives/opa/pr/justice — department — issues — final —
rule — addressing — threat — posed — foreign — adversaries — access.

@ See “Securing the Information and Communications Technology and Services Supply Chain: Connected Vehicles”, Federal
Register, https: //www. federalregister. gov/documents/2024/09/26/2024 - 21903/securing — the — information — and -

communications — technology — and — services — supply — chain — connected — vehicles.
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(—) BERF., ZHHEEEREDRL L%

[l 58 G A 2% [ BR A R R B At R i 2 — o RIS — i s R L 2 S AT %
REBLE, TRZBOR Y REZ L 20/ %S VL, BN B EOR | Bl 55 9,
X P e A R 8 A J ok ZE 47 56 [ B BOR WA, G I 5 (] 190 4 BRI Ml AL RN A 2R
PO RAE 2006 47, LEBUE S (WS HAE K E K4 F M)  (National Military Strategy for
Cyber-space Operations) ® 7R HAE B SR AER; PT il ST MO 1957 3 O FERHEE | 56 gk fiky

@ See “National Security and Personal Data Protection Act of 2019” , Govinfo, https: //www. govinfo. gov/app/details/BILLS —
116s2889is.

@ See Schumer, Charles E. , “Driving U. S. Innovation in Artificial Intelligence: A Roadmap for Artificial Intelligence Policy in
the United States Senate” , https: //www. govinfo. gov/app/details/ GOVPUB - Y1_ 3 - PURL - gp0229697.

@ See Sara Gerke, Delaram Zaeikhonakdar, “Privacy Shield 2. 0—A New Trans — Atlantic Data Privacy Framework between the
European Union and the United States” , (2023) 45 Cardozo Law Review 351, pp. 375 —386.

@  See llai Saltzman, “Cyber Posturing and the Offense-Defense Balance”, (2013) 34 Contemporary Security Policy 40, p. 49.

® ZWkk. (JBidg ek gz R E), & (WREFS5ENR) 2014 458 5 00, 45 153—154 T1; RIk—,
Wik (SRR “Brrsisl ST PR < Ber e ), & CEPRMBIE) 2022 4553 ), H 56 I,
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HELARAFR L, RPN R R RS B RN, JOEE DAE R RS &
DE B H . iR AR B2 — AR N R b 26 52 5 SO E), S iR T Eiodla i D AR g B
FRGBUNE— 5L 73X — @3, KA ¥ —RIVTBCAT-S FHUBCIN 325 1 5 [ BR ) Kok 5 45
T A HRHESE

2024 4£11 H19 H, £h& 5% 4W & Z 512r (US China Economic and Security Review
Commission) & /) 2024 4FAFBE 4R 45 @80« 4 1] o A WP 98 28 B O R M LX) 38 KL
Wiy ™, R ARZFEE R AT, 2 W PR 3G B e 5 b [ A ons s 4 b e S s B
s BAR U AT LA Y, B TR B S ORI, RIS AR AR DL R gl
SR P T 8 B dhe 5 5 MR A S 3

F[E 2022 4 (EZE LMY (National Security Strategy, 2022) Br%dli, Fril&W kAT
Bfe, SEE wHUE AL AP SE ATV SR USSR, N E R A RO B RO
FERB B —B4) .2 2023 4F ( E R ML L 41 )  (National Cybersecurity Strategy, 2023) 5%
JE B 1 BT IR FO 3538 5 5 BB b R 4

TEZWER LB ART , SEEIE AW AT E TS | LR AES R 2 KBS
AR, I ERRE RS E PR (TikTok) | ffE (WeChat) BN NP AFE “ ARG %,
B FBE -1 FE PR RR A G IE R E Rz . B, TEBURE SN M B LA b, 56 H /W
SeWIE M — 20y, R SOl BEA BT AR, (XS SN E BUR A] RE SR A HH DL R P 5
ANFBILE DA SO, 0, R IR A AR UG 5 B ARG RS BU R T BOR, A
TRE T (BUBEHRET B2 ) o 2024 AR 9 (PR 38 B EE A2 ShEE L) (Protecting
Americans’ Data from Foreign Surveillance Act) b3 e 211110 1 000 R RG99 0 o RANE & A 1)
BB xFE K,

(=) 2FRE: THFEPEXL

KMzt Tavramkie, WRSIH T HR MR, 7 XA 30 2R, SElEE T
M S KR 18] IR BR3P B s TR Sh BOR, HESh B 2R 1 R RN, SCBl TP & i %
o R, RETIBRM A A ERA )R, AT 0 S T7 28 7 SO R BCRRFRUE T 3% . 46
FIA D HEL  FeRe . WOLIR A IR . AT EU5 B T3, BT 1) HoAd B 5 1%
B 5 DR BE R R RSB, S20R 1 SC 1 [ A RO BESOICA © TirEL, 5 R ELI5 R fiall iy 88
AN AR TG E AR b AE . SZX SRR AR, SCE AT At e < SEEIL
Je” BT, XA YR R B R ONRA T HEZE

J3—J7 T, BEAE B R RS AR 7RI K SRR SR AR R B U Sl ) A A (L S

© ZUWXER . (GRWHRERLEREm LRI, 2 ChEBEEITS) 2025 4552 B, 5161 51,

@ See “National Security Strategy”, hitps: //bidenwhitehouse. archives. gov/wp — content/uploads/2022/10/Biden — Harris —
Administrations — National — Security — Strategy — 10. 2022. pdf.

® ST . (HEdE C—a B BB B S i E O R —RL R R R, B (R EEERR)
2021 45 2 8, 4 3135 UL,

@  See Fair Tax Foundation, “The Silicon Six and their Enduring Global Tax Gap”, pp. 8 - 10, https: //fairtaxmark. net/wp —
content/uploads/Silicon — Six — Report — 2025. pdf; Jane G. Gravelle, “Tax Havens: International Tax Avoidance and
Evasion”, pp. 11 =16, https: //sgp. fas. org/ crs/misc/R40623. pdf.
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TR i o X T HAl A 58 4 g 55 [ m] DA SR M 2 o] 69 1R AR st DX, S [RIAT 9K o i 0 114
A Hsh, LEs HEA rECT 2 i

(=) #ARARZ: BEHAFR I+ £

SECF AT AR R IR R, SE R AR B AR SR E m R R A A R b E KR 3
G, HECMEDLILLOR, FEHEARGCFELD T, 57k, ek & RNAFE B, 7EM%%
BB, EKEREEHARBA BEVSCIHE . HEABCALH B, I E 25 [ [ AL ST5E s
WP EETE A T2 X~ ], TR RS . U, ARG, o I R Al
AT PRI RAA S, 20 R EA L AIE EEF T Ty, fEA SN T AR & et ok
R BRI B, TESEERTIE T, hE SPGB, X I3 ks E AT
RESCARTIFE ) T YL A I SIS 03 A 56 R BUR s £ & . i, RE5KEE (DeepSeek) 4%
ARG R iy, 5% TREEAR N, EEESNRERER T (2025 £ E AT GERE
Jr5 4 7 ) (Decoupling America’s Artificial Intelligence Capabilities from China Act of
2025) , A Pl i o A b BN T RE R Y AT D 50 fie i 20 AR5 1 AL S TThY i AL 511 4
A

e iR O 2O N TR REHOR D BOAZ O BR S BT . b BN TR BEROR Y et e i 22
G, HE— A BIHE T 56 ERUH 5 B BOR B0 10] o A R DA 51 52 308 1o 5 AR A1 o i 1 2% B A0 )
A AR Al 5 7 1 B 2 THHE 5 A RO S 0 IR 2 rh SRR 5 4 DU #3156 [T 34 5 X 25 B A 7Y
B AALEOR . RETERZBPE AP EMES BN S, B8 ds A a2, it
L A0 23wt R, 2 A R A A R Y S 3 g R T SRS N A (R AR 1
T, JCHIEXIRLE ] BE R T IR AL AL b BN TR AR A it , AR e 4t SR sh 21 8
EROOEE, RAREAS MG i XU, sk S T Y A BB 20 B R 58 B B S ik R R EAT B 1) T
P PR SRR IR 2 A0, BAE BB D A I O 26 FAT R E N T e R R R i

@ See Bernard Horowitz, Terence Check, “TikTok v. Trump and the Uncertain Future of National Security — Based Restrictions on
Data Trade”, (2022) 13 Journal of National Security Law and Policy 61, pp.72 —101; Saeed Samiee, “Transnational Data
Flow Constraints: A New Challenge for Multinational Corporations”, (1984) 15 Journal of International Business 141, p. 149;
Susan Ariel Aaronson, “At the Intersection of Cross-Border Information Flows and Human Rights; TPP as a Case Study”,
https: //www2. gwu. edu/ ~ iiep/assets/docs/ papers/2016 WP/ AaronsonlIEPWP2016 — 12. pdf.

Z UL . (Ber RPN T Esi ), B (EBREQARE) 2021 4555 131, 58 24—25 T,

Z AL, (SEEBESEER 3 EPME LS F BRI 2 5 L), 8 (FlRaeak) 2024 4255 1 81, 55 99 1L,
See Saeed Samiee, “Transnational Data Flow Constraints; A New Challenge for Multinational Corporations”, (1984) 15 Journal

of International Business Studies 141, pp. 149 —150.
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IO A RRBCR U, AR G0 56 [ a0 25 353 s A i R AN RS2 R
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etz 1) i 4 9 ) Kl B 5 W A BORAE S0 E TS ARAF AR T 2 AN e . —J2 I P 0 A i 4 R
il TESEEMBOAAR T, BUGBRA TR “ =AU JENESL 7AnE | AT, B =302
] 58 P PR HESE , EGEi s | P4 4R T DL IR RN A AR B 25 22 0T ) i, o ml DI R 4E A
AT MR ], 56 ARIUBETE 2023 4E RS T PSR RN SE R ZE B4 (Select Committee
on the Strategic Competition Between the United States and the Chinese Communist Party) , J /&3 F
T — RN 2 eSS, SR PR 56 TE R 5 158 0t 2l ) L b A7 7E — 28 AR SR (A 51
TERARWAEUGE E ST TR St IRk, S B B N At B T X R U ANl I, 3X
SR R R E R A E R T AR TEY BEEMN (BUREURTTBUmS), RERA 5
FRIFSF R, AHHA RERTITE T A 5 26 15 28 1 s A I i AR i o, 7 AT 0 19 72 1L
REZRTR 5% 1 %o ek 5 455 1) IR ol P SR R HLAACHE It v BB 2B A/ O PR BE )y, s EE A BRAT
AVRIBOR S5 4P R Ik A () A RE 8 R 4 IR ) £ 4R B 5 IR S it ) T o A AR
M2 (BUBRBUE TR a2 ) S B E LI A 520, A SRR Aol T R i A | R B 1 52
Wa, AHOCAMY AT DATE S R VR IA LR H B R4, LT DI (BUBBE T BLan ) & JETE
et B BE

TOEE MR AR, SRR BEEEE SR e S 2GR I SO AR 2 T R 55,
AR LAY, “— It AR5, PRt SR M LA BRI 21 i Aol i A 25 (H Ak i TR
IRHBERE, JUHGEAH, Wb | fRAE R AR 3 = i IR A, 8t A i sh
HARAIT R, HAMER £ 5 F R 25 M i Z B0 F AR 2B G, HRTERLE I N ATEH
A, INZ REXF WTO HEZE T 807 51 5 3R A LA & (U BT B &) mIth &, A&

O SWHEER. (CEEAMEGE “PESFEZERES” WS, 38 CHICEETEE) 2023 5 4 W1, 5
19—22 W1,
@ (35) W4k - B DRESEHL, MY - C - 3. (RIABUN. REBUFSBUR) (23 - hER), REWH, B
E ik, HEARKS:H RAE 2014 4FRR, 56 14 T,
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5y S SRR, —AN i 32 ALV WS N B R T8, PRE R S RNV A 28
REE R “BOREZS”, A AT REM T E AL e 2R e 5 5 U O B X B S 51 ) B
MRR IS BRI, 2024 4F 6 3 12 H, R H 45 AN 150 ZAMATT f &5 R B3R
HEERLLTRAMERETFE NS, JUFFEBUNRBOR S, 8l “KFE4ER, RERY
ARFAER 1 36 I LIRS EC7 52 5 MU B S, 3007 i) BRI 55 26 [ i U 1y, IR BB 31 2
FE A A A BRTE G Ty, FRATZE BURN M2 5 18], B SRR 56 B AL 1 58 A ) R B0 5 5
R,

SR AR BEE SR AR T A BRSPS 4R T TR ek X R B R L 2 T B D
AU A o MEE, SRR Y BRI —Fh LASE R 8B, 7EA T Hh 10 A8 ) O e ] 4
X G IRl e LA B A g A BB e S B 2 [ ) 2 5F FBOa A 4 PR, 2n
R ETCE S BRI TE R« ERLEZ R, WS 5 O n] B8 23 P15 5 80 25 5 B
FREAR M EIESIL, B 3 3 A 26 B 80l s B iR & TN 25 R VG 7 5 2 K R I Rk S
B, EEBARRL, REPUH I RFARI PRGE AR DUOREE 3 B LUEOE S BK Sl i 4k R 8 A
AR A B OC (R RN BBk A R L B B R v B 288 M i A O — R B IR
FRIEA, S SRR S A 5 EARME 5 B AU — B AL, H 2016 4F (B RVEHER S
SHFEAKELRZYIE)Y  (Transatlantic Trade and Investment Partnership) R FIE{FELIK, T E 4
MELL PRI 2L @

(=) BEHaRRALS

WIS | R A RERLRY F AT oo A, 56 T A9 A0 125 5 A Rk 2 AR 4 AR
SF— ML A S S G, SRR A sl S P E R A SRS R g (HEEE

AR, X —RTE PRI N BARAATRESR B, 2 A AR 5 a0,
SR U K A5 BvE ASe Xt FERZ T, ik A S50 E R Lk e s . =5
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@ See “32 Bipartisan Senators Call on White House to Reverse Course on Digital Trade and Stand Up to China, Support American
Workers and Human Rights” , the United States Senate Committee on Finance, https: //www. finance. senate. gov/chairmans —
news/32 — bipartisan — senators — call — on — white — house — to — reverse — course — on — digital — trade — and — stand — up — to —
china — support — american — workers — and — human - rights.

@ See “State and Local Chambers Urge Administration to Support Digital Trade Rules”, U. S. Chamber of Commerce, https: //
www. uschamber. com/international/u — s — chamber — of - commerce — state — and — local — chambers — urge — administration —
to — support — digital — trade — rules.

@ See “Transatlantic Relations: Convergence in Principle, Divergence in Fact?”, U.S. Chamber of Commerce, htips: //
www. uschamber. com/international/transatlantic — relations — convergence — principle — divergence — fact.

@ See “ Statement from USTR Spokesperson Adam Hodge”, Office of the United States Trade Representative, https: //
ustr. gov/about — us/policy — offices/press — office/press — releases/2022/december/ statement — ustr — spokesperson — adam —

hodge.
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@ See “Data Security Program: Frequently Asked Questions”, U.S. Department of Justice, https: //www. justice. gov/opa/
media/1396351/dL.

@ See “Data Security Program: Implementation and Enforcement Policy through July 8, 2025”, U.S. Department of Justice,
https: //www. justice. gov/opa/media’1396346/d1? inline.

® See “Data Security Program: Compliance Guide”, U.S. Department of Justice, https: //www. justice. gov/opa/media/
1396356/ dl.

@  ZUL Bk R SRR SR N SR i IR s A A AL, P A S E A RSN A, R RIS B,
https: //mp. weixin. qq. com/s/Rk4KSQrl ZLLwt1 ujLKCvKA ,
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The Shift in U. S. Cross-Border Data Regulation .

From Free Flow to Secure Flow
Zhou Hui and Yan Wenguang

Abstract; In its early stages, the United States established a market-oriented data regulatory system
domestically and forged a data cooperation strategy emphasizing both bilateral and multilateral frameworks
internationally, rooted in the core philosophy of free data flows and supported by lenient domestic
regulations and extensive international collaboration. However, with the profound realignment of global
strategic competition, U. S. data regulatory policies have gradually shifted toward a model of “limited free
flow under the premise of security”. This transformation is manifested in three key dimensions:;
strengthening national regulation in digital trade, imposing politically charged restrictions on specific
competitor nations, and establishing a control system for sensitive data flows. The primary drivers behind
this regulatory pivot include the overgeneralization of national security risks associated with cross-border
data flows, the promotion of trade protectionism, and challenges to its information technology hegemony.
Nevertheless, the implementation of the revised cross-border data regulatory regime faces multiple
uncertainties, including constraints from domestic laws, criticism from the business community, and
skepticism from allies. Overall, the U. S. is expected to intensify cross-border data regulation toward so-
called “adversary” nations like China while advocating for data free flow among allies under security
safeguards. China should proactively respond by establishing overseas rights protection mechanisms for
Chinese enterprises, leveraging the WTO dispute settlement mechanism, and constructing an international
cooperation framework for cross-border data flows.

Keywords: U.S. Cross-Border Data Flows, Cross-Border Data Flows, Cross-Border Data Regulation,

Free Cross-Border Data Flows, Overgeneralization of National Security
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