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The Emergence of the State in Cyberspace and Its Theoretical Bases:

Cyber-Sovereignty from the Perspective of Layer Model
Yang Fan

Abstract; Cyberspace is a man-made technical space, so that cyberspace governance has to take into
account of technical logic. In order to better understand the recent trend of emergence of state in
cyberspace, this Article, by combining the evolution course of cyberspace and the technical process of
internet communication, proposes the Layer Model as an analytical framework. According to this Model,
any issue on cyberspace governance can be disassembled into six different layers for a close analysis,
including the Meaning Layer, Content Layer, Application Layer, Protocol Layer, Hardware Layer and
Network Layer. Under the scrutinization of the Layer Model, the proposal of “Global Cyber Commons”
cannot sustain its existence except for the Protocol Layer. Because of the contradictions, often hard to
reconcile, among states in the Meaning Layer, as well as the governance capability that can be achieved
and secured in the Network Layer, cyber-sovereignty can be both necessary and feasible. Restricted by the
technical logic which forms its basis, cyber-sovereignty may play a different role than traditional
sovereignty in the sense of contribution to legal order; and the cyberspace is highly unlikely subject to re-
sovereignization.

Keywords: Cyberspace, Layer Model, Global Cyber Commons, Cyber-Sovereignty
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@ See The Guardian News, “Elon Musk wants to cover the world with internet from space”, https: //www. theguardian. com/

technology/2016/nov/ 17/ elon-musk-satellites-internet-spacex (last visited July 7, 2018).
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